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ABSTRACT: anld.lrnwu[lﬂmﬂdﬂwmubﬂ:mmmﬂhmdﬁ)udﬂmmgl&
number of active users, With the first-class plaform for creale and applican drond g
mbruiration arnong afl ather smartphene. 1 w4l alao allow um:nwﬂanddhh‘ihmm! instantly ond also offers
ample froe (hird-puty downlond and inctall apphication from (ke Google ploy dore and third-party play <ione
Toaday miere the 350,000 simple of pew mabwone are fousd per every doy and 5.2% incresss compared 1o last
year

Muohile devices can control and wrack whe Inberner of Things (W) services snd mske them prone o
aitacks by varkmis malicioas application. Conventional methods Fail o detect malicious spplication because of the
growih 1n mumbers, varats, and shancement of the malware Moreover, andtold allows to tasiallation and
downloading wpps from unverified sources. For detecting molware spplication current solution mre e sppropriste
with the rise of the matware ud ithere are Timiied by bvw detection accormcy. sdvanced implemeniathon amd heigh
compuitational cou and power. Therefore, ambroid malwone becone o real-visrld challenge. Ti solve this prohlem
an mtvmmatie mielligenee technique b5 raquined for detecting malware apps with the wse of real-wied daiaseis
which snalyses the source code. Tt show the uniformities in agpps which hold malware content we proposed API
qmw u-cl.‘h wjuare for SelectKbost best feature o i ex | binatiion with six supervised

g algonthems (Random Foresy, D Tree, K-Neighb AdaBoost, $VM Lincsr, und Naive
Bayes), The detastion securacy of these six alporithms ic analyse 1w idenrify the most effective classifior for
detecting malware

key wards! malware, android devices, machine learning, android features, Fealure extriociion, features
selectivny, Randwm Forext, Decivion Tree, K-Neighbowrs, AdaRoeit, SVM Linear, Nafve Bayes aud chi-
iquare

L Introduction:

Android has bevome ihe wost common
openion  system fir dablets,  MacBook  and
amnriphone with an estimated murkel share of T09%

such pemiable device ks imipeied by hacking and
hecome velnerabbe o atnek mone s mone

Mabware refer (o maliciom cwle which

1 KO% . Androdd has oventaken many ofler moble
operiting sysienms to become one of the most
popnilar mobile plationms in the world. Recogmition
of smmrtphone and other kind of mabile devicoes has
drop down significantly. Amdroid hey gained hage
sbmiration ameong sll other smartphions il is the firs-
class plaform foe creating gaming and application
which ulbows 1o daseribute aned also oifer free thind
party's apps io mstall and download from Google
oy store for selling and disorbwting androsd apps.

T Tintermest o Thiogsy (T ) is s meersetive
system that commects seversl 1np'ml -thuu aml
physicnl devices with networks o enlarge their
cofmmunication capabilities. In previous year, the
IoT bos goined popolicity owing o techological
whvancements in wrew ke anmificial inlelligence.
cloud compining. machine aming, devp leoming,
application system, snd sman bome devices. Now o
days mobile wsers are intenssted in using online
trmnsaction for example uwing smartphone for paying
balls. omline shopping, irsding, booking tickels eic.
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inlegration, high level mmulitasking, user frendly
develapment eovironment, ete, Cn the other hand, it
sl has ok in installing  end  downloading
applications lmm usiuthorze weh sie or thind-
pariy. Because of the apen -source applicatinn
anedrold is getting more prose o anosck. Tr has
became target o mulware, even chough in provides
securily mechnnims

To prevent malwse atacks, developers
and rescarchers e working o differsnl secirily
solution by wpplying  datn  science,  artificial
imelligence, machine keaming and deep learming.
Wo con anadysis andoodd  melware  with  two
technigues stabic analysss and dynamic analysis
approgches. In siaie amalysis we get informabion
abuast poftwre which are going o mnalvses withois
ensenting i hut ware a4 in dynnmic saly<is is doing

hims mser gty avanilabvility, ]
confidentiality. Malicous activity is bidden in ihe
b kgrowanid ind appear as o ¢lean application. Some
examples of the androdd mulwoere wre sealing user
pursanal information (eg, hank docsunt member,
hunk  eredemiials, comact number,  passwond,
eracking user bocutsom, send premium SMS messages
that cost more thun the sandord ones. streaning
videos from wsers’ cameras, send SMS or mukls
which contein malware links. mnd  encrypring
persunal information such os video, imajes, SMS
il Comtait,

The shared report by IR for smanphone
imereases 25.5% plobal share msrked in the Ied
uarter of the year 2021[1], the total market shore of
Androdd was 72.83% [2] and more than 3.8 billion
mctivee wsers mowmd the wardd in 2021

Andrid is one of the most popularly wsed
mobile device i the  world, because of s
framework, compatibility. lechoological 1mpact,
open-source, higher sucoess  satho, inter app
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