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G.NARAYANAMMA INSTITUTE OF TECHNOLOGY & SCIENCE (For Women)
(AUTONOMOUS)
Shaikpet, Hyderabad — 500104

DEPARTMENT OF ELECTRONICS AND TELEMATICS ENGINEERING

Dt: 23/03/2022

Teo;
The Principal
GNITS, Hyderabad
= Subject: Proposal for conducting a 3 day workshop on “Cyber Security and
LA Ethical Hacking”.
Sir,
The Electronics & Telematics Engineering Dept., GNITS is planning to conduct a 3
day hands-on workshop on “Cyber Security and Ethical Hacking” from 28% 30t
March, 2022. This event will help students to gain the knowledge on emerging
technical areas of Cyber Security and Ethical Hacking. This hands-on workshop will

assist them to do research work in those areas. Hence I request you to grant the

permission to conduct the above mentioned workshop.

Thanking you Sir
) W

() - Dr. A.Naveena
Reke ! Assistant Professor, ETE, Dept
GNITS

—

Ctl\d L AL .
O R P

S\_(\—(__,_ {

e nret Tl
— 28

{\*{f@ ,K ( g { J'L]

g
.

s



RAYANAMMA INSTITUTE OF TECHNOLOGY & SCIENCE
(AUTONOMOUS) (For Women)

(Sponsored by G. Pulla Reddy Charities Trust, Hyderabad)
Accredited by NBA & NAAC, Approved by AICTE & Affiliated to JNTUH

Invitation

Date: 23/03/2022

To,

Ajinkya L,

BE (CSE),

Criminology, Deakin University,
Ethical Hacker, Tedx Speaker,
Ditto Security.

Dear Sir,

We are pleased to invite you as resource person for 3 day hands-on workshop on “Cyber Security
and Ethical Hacking”. This workshop is being organized by Electronics and Telematics
Engineering Dept., GNITS from 28/03/2022 to 30/03/2022. This workshop will help students to
gain the knowledge on emerging technical areas of Cyber Security and Ethical Hacking. It will
also assist them to do research work in those areas. .

We hope your benign presence and support for this exclusive workshop and standard remuneration
will be provided.

7
&}&0 NCINES XL, w0 -
Dr.A.Naveena Dr.K.Ramalinga Reddy '
Assistant Professor Professor & HOD
ETE Deaprtment ETE Department
GNITS, Hyd GNITS, Hyd.
—_ # 8-1-297/2/ 1, Shaikpet, Hyderabad - 500 104, Telangana

© : 040-2956 5856 / 2956 7756 [E-mail ; principal@gnits.ac.in  Website : www.gnits.ac.in
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M Gmail ambidl naveena <naveenaambidi@gmail.com>

cyber security invitation.pdf
Ajinkya Lohakare <soclalspectraaj@gmail.com> Thu, Mar 24, 2022 at 7:27 AM

To: ambidi naveena <naveenaambidi@gmail.com>

I accepted the invitation.
Thanks for the mail

Regards,

Ajinkya Lohakare

CTO and Founder of Ditto security.

CEH, CHFI, LPT, Penetration Tester, BUG BOUNTY Hacker.
Josh talk and Tedx Speaker, Ethical Hacker.
8788476360, 9172821010.

DISCLAIMER: This message contains confidential information and is intended only for the individual named. If you are m?t the
named addressee you should not disseminate, distribute or copy this email. Please notify the sender immediately by e-mail if you

have recelved this email by mistake and delete this e-mail from your system
[Quoted text hidden)

-@ Cybersecurity.pdf
72K
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About the speaker

Mr. Ajinkya Being a Cyber Security Researcher
and Ethical Hacking Expert, has revealed
numerous critical vulnerabilities, bugs and loop
holes on websites and networks of major
corporate, institutions and government portals.
Conducted more than 300+ workshops all over
globe. He’s been invited to some of the top
institutions across the country ranging from
NITSs to IITs, to interact with some of the
brightest minds in the country. Ajinkya
Lohakare also has a wvast experience in
conducting customized training of art
programmed for a variety of different audience.
He has conducted more than 100 different
Training & Awareness Sessions which Includes
Financial & Banking Sector, Software Sector,
Internet Service Sector, Government Sector
Transportation Sector, and so on.

About the workshop

This course will teach the most effective steps to
prevent attacks and detect adversaries with
actionable techniques. You will learn tips and
tricks designed to help you win the battle against
the wide range of cyber adversaries that want to
harm your environment.

You will learn

1.) The core areas of cybersecurity and how to
create a security program that is built on a
foundation of Detection, Response, and

Prevention.

2.) Practical tips and tricks that focus on
addressing high-priority security problems
within your organization and doing the right
things that lead to security solutions that work.

THREE DAY WORKSHOP ON CYBER SECURITY AND ETHICAL HACKING WORKSHOP

(28" - 30" March, 2022)
Organized by
Electronics and Telematics Engineering Department
G. Narayanamma Institute of Technology and Science (for Women)
AUTONOMOUS, Shaikpet, Hyderabad.

4.) What ransomware is and how to better
defend against it.

5) How to leverage a defensible network
architecture (VLANs, NAC, and 802.1x) based
on advanced persistent threat indicators of

compromise.

6.) The Identity and Access Management (LAM)
methodology, including aspects of strong
authentication (Multi-Factor Authentication).

7.) How to leverage the strengths and differences
among the top three cloud providers (Amazon,
Microsoft, and Google), including the concepts
of multi-cloud.

How to register:

Participants are requested to fill in the Online
registration form given in the link below:

https://forms.gle/QvP8t7P4ePczHTeN8

Important Dates:

Last date for 26% March, 2022
Registration

Duration 28" to 30" March, 2022

3.) How adversaries adapt tactics and techniques, and

importantly how to adapt your defense accordingly.




PROGRAM  SruEPULLE
3 DAY WORKSHOP ON “CYBER SECURITY & ETHICAL HAC KING

SCHEDULE DAY1 (28-03-2022):
9.00AM - 1.00PM (FN)
2.00PM - 4.00PM (AN)

LUNCH: 1.00PM-2.00PM

FN SESSION:

Footprinting and Reconnaissance:
Introduction

Nslookup and whois

Shodan and other search engines
Maltego

Httrack

The harvester

Recon-ng

Social-Engineering

Open Source Intelligence Fundamentals
Introduction

Theory

OSINT playground
Tools and Techniques
Sock-Puppets

OSINT Defense

Penetration Testing and Ethical Hacking.
Introduction

Footprinting and Reconnaissance.
Scanning and enumeration.
System Hacking

Malware

Sniffing

Social Engineering

Denial of Service

Session Hijacking

Web server and application

SQL injection

Hacking wifi and Bluetooth
Mobile hacking and security

IDS, firewall, and honeypots

IoT, cloud, Cryptography.

( Hands-on ) AN SESSION:
Introduction to Cyber Security.

Basics of Networking and Web Technologies.



Information Gathering and Footprinting.

Operating System Hacking and Security.

SCHEDULE DAY2 (29-03-2022):
FN SESSION:

Social Engineering
Introduction.

Social Engineering labs.
Conclusion.

Advanced Penetration Testing.
Linux

Programming

Metasploit

Information Gathering
vulnerability discovery and scanning
Traffic Capture

Exploitation

Passwords

Advanced Exploitation

Post Exploitation

Webapps

Exploit developments
Smartphone Pentest framework

( Hands-on ) AN SESSION:
Malware Illustrations - Part 1
Malware Illustrations - Part 2

Web Architecture and PHP Basics.

Email Attacks and Security.

SCHEDULE DAY3 (30-03-2022):
FN SESSION:

Web application penetration testing.
Introduction

What is SQL Injection

What is XSS



LFI and RF]
Report Creation?

Developing Ethical
Introduction
Aut.c{mating information gathering
gntmg a keylogger in python

1P password Brute Forcing
Going Forward ¢ mpython

(Hands-on ) AN SESSION:

Recover from SQL Injection Attack
Data backup and recovery

Recover from web-based flash pack incident

Web Vulnerability Assessment and Penetration Testing - Part 1
Web Vulnerability Assessment and Penetration Testing - Part 2

Web Vulnerability Assessment and Penetration Testing - Part 3

Introduction to Kali Linux and its Tools.
Network Vulnerability Assessment - Part 1
Network Vulnerability Assessment - Part 2
WiFi Hacking and Security

Cyber Forensics and Investigations
Smartphone Attacks and Security

Google Hacking Database

Basics of Reverse Engineering

Introduction to Compliance Management

Hacking tools with python.

(oo
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CIRCULAR

ETE/CIR/09

| DEPARTMENT: ETE {

among the students

To: The HODs- with a request to circulate Date: 23/03/2022

CIRCULAR

This is to inform that the department of Electronics and Telematics Engineering is organizing
a 3 day hands-on workshop on “Cyber Security and Ethical Hacking”. This workshop
will help students to gain the knowledge on emerging technical areas of Cyber Security and
Ethical Hacking. It will also assist them to do research work in those areas. Students of all

departments are eligible to register to this workshop.

Mentor Details:

Ajinkya L,

BE (CSE),

Criminology, Deakin University,
Ethical Hacker, Tedx Speaker,
Ditto Security.

Registration Link: https:/forms.gle/QvP8t7P4ePczHTeNS.

Registration Fee: Rs 500/- per participant.

Dates: 28" — 30" March, 2022

Timings: Morning: 9.30 am - 12.30 pm
Afternoon: 2.00 pm - 4.00 pm

Venue: F Block, e-classroom, F16.

\

W
Dr.AANAVEENA

ETE Department

Dr.K.Ramalinga Reddy

Coordinator ! . HOD, ETE Departmer
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Cyber Security and Ethical Hacking

Depart [ [ i
partment of Electronics and Telematics brings you an amazing opportunity to participate in this

w:rkShop o Security and Ethical Hacking" - a 3 days live workshop where you will learn
about:

Module 1 . Introduction to Ethical Hacking.
Module 2. Footprinting & Reconnaissance.
Module 3. Scanning.

Module 4. Enumeration.

Module 5. System Hacking.

Module 6. Sniffing

Module 7. Hacking Web servers

Module 8. Hacking Web Applications.
Module 9. Hacking wireless Networks.
Module 10. DDoS & DoS Attacks.

Not just this but you will even experience a hands-on experience for:
- Social Engineering
- Cybersecurity Essentials

- OSINT and playground
- Penetration Testing and Ethical Hacking.

- Malware lllustration

- much more
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3 DAY WORKSHOP ON “CYBER SECURITY AND ETHICAL HACKING
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3 DAY WORKSHOP ON “CYBER SECURITY AND ETHICAL HACKING
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3 DAY WORKSHOP ON “CYBER SECURITY AND ETHICAL HACKING
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G.NARAYANAMMA INSTITUTE OF TECHNOLOGY & SCIENCE (For Women)
(AUTONOMOUS)
Shaikpet, Hyderabad — 500104

Dt: 30/¢3/2022
3 DAY HANDS-ON WORKSHOP ON “CYBER SECURITY AND ETHICAL HACKING”

ELECTRONICS AND TELEMATICS ENGINEERING
FEEDBACK FORM

1. The content of the workshop accurately reflected the title of the workshop.
o Strongly Agree

e Agree
o Neutral
o Disagree
2. I clearly understood the subject matter in all the technical sessions.
e Strongly Agree
o Apgree
o Neutral
o Disagree

3. The hands-on sessions are truly reflecting the contents of the Technical session.
@ Strongly Agree

o Agree
o Neutral
o Disagree

4.1 feel 1 am confident in applying the inputs for my future research work
o Strongly Agree

e Agree
o Neutral
o Disagree

5. The coordination by the organizers was timely.
e Strongly Agree

o Agree
o Neutral
o Disagree

6. Rate the Resource Persons on 1- 5 scale.
1 = Very dissatisfied 5 = Very satisfied

o 1
o 2
o 3
o 4
e 5
7.1 feel such type of workshops are to be conducted in future also.
e Strongly Agree
o Agree
o Neutral
o Disagree

8. Offer suggestions for improvement:

Exrecting few wanre days oo onkehap |
J 77 i
Student Name: M “Hovlke
Department: ETE

Student Signature: 4hery? Ko
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G.NARAYANAMMA INSTITUTE OF TECHNOLOGY & SCIENCE (For Women)
(AUTONOMOUS)
Shaikpet, Hyderabad - 500104

DEPARTMENT of ELECTRONICS and TELEMATICS ENGINEERING

Dt: 10/04/2022
Report on _“3 Day Workshop on CYBERSECURITY AND ETHICAL
HACKING” held from 28/03/22 to 30/03/22

The Electronics & Telematics Engineering Dept., GNITS has organized a 3 day workshop on
“Cyber Security and Ethical Hacking”.in association with Ditto Security from 28/03/2022 to

30/03/2022. Total number of 67 participants, of ETE, ECE, CSE departments of GNITS
participated.

In this workshop, Ajinkya L, Ethical Hacker, Tedx Speaker, Ditto Security was the speaker and he focused
on various concepts and softwares related to cyber security and ethical hacking. This workshop helped
students to gain the knowledge on emerging technical areas of Cyber Security and Ethical Hacking. It will
also assist them to do research work in those areas.

6. Photograph of the Event:

o W
o ke T =

DEGREE BLOCK, G NARAYANAMMA INSTITUTE OF TECHNOLOGY AND
SCIENCE, Ambedkar Nagar, Film Nagar, Hyderabad, Telangana 500033, India

[r o bude
17.4119674" 78.3986741°

R L AR

95% of the students gave GOOD feedback

COOREINATOR
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